
Q&A BO23: Cybersecurity – 
The Challenges Facing FAAs
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	Question
	Response

	Is a combination of student school ID# and name considered PII?
	These two data elements are typically not considered PII by themselves. They are Directory Information. Schools publish and establish "directory" information based on their policies. 

	Is "black market" equivalent to "dark web"?
	Yes, for the purposes of this briefing black market and dark web are the same.

	Is there an available document that easily outlines retention requirements? 
	We will take that back to the records experts to get an answer.

	So, if someone did not receive their refund, and the financial aid off already sent it to the students "bank account," thats not considered ID theft? 
	Yes, that is considered a form of ID theft.

	Could you review the answer to the combination of school ID# and name being PII.  It looks like the same answer as the black market question.
	These two data elements are typically not considered PII by themselves. They are Directory Information. Schools publish and establish "directory" information based on their policies. 

	Is a combination of student school ID# and name considered PII? (I think the answer to this original question was for something else.)
	These two data elements are typically not considered PII by themselves. They are Directory Information. Schools publish and establish "directory" information based on their policies. 

	Are post-secondary institutions required to report to FSA how they are securing student PII as it relates to their financial aid/student loan data?
	Institutions are not required to report their processes and practices.  

	How often should these risk assessments be occurring?
	We typically recommend that institutions perform a risk assessment annually to review their processes and account for any changes.  

	How did COVID take care of errors with paper? We are still required to accept paper forms.
	A number of IHE’s pushed towards paperless solutions to continue to serve their customer base.  This shift helped lower the number of paper-based breaches that were reported to FSA.

	Will these slides be available after the presentation?
	Yes, as part of the FSA Conference posting.

	What breach do we report?
	You can email FSASchoolCyberSafety@ed.gov or cpssaig@ed.gov and the IHE Cyber Incident Team will follow up with you. Please visit the FSA Cybersecurity Compliance page on IFAP at https://ifap.ed.gov/fsa-cybersecurity-compliance for additional information.   

	Where can we find this information?
	Can you be more specific? There is a lag between the questions and the script.

	Is the student's school id number considered PII data?  Especially if it appears in conjunction with the student's name?
	These two data elements are typically not considered PII by themselves. They are Directory Information, even when used in conjunction. Schools publish and establish "directory" information based on their policies. 

	Is this session recorded?
	Yes.

	Is there a timeline to report to you a potential breach?
	Breaches should be reported immediately once discovered by the school. 

From the SAIG Agreement: “... In the event of an unauthorized disclosure or breach of applicant information or other sensitive information (such as personally identifiable information), the DPA must immediately notify Federal Student Aid at CPSSAIG@ed.gov. " 

	Where are the GLBA Cyber Audit requirements documented?
	The audit requirements for the GLBA can be viewed here: https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/safeguards-rule (Federal Trade Commission Safeguards Rule) 

	Is an annual risk assessment a GLBA requirement?
	The audit requirements for the GLBA can be viewed here: https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/safeguards-rule (Federal Trade Commission Safeguards Rule) 

	Where can I locate the Ransomware Infographic.  I can't seem to locate it on IFAP.
	The Electronic Announcement about the ransomware campaign targeting education institutions is available at: https://ifap.ed.gov/electronic-announcements/090120TechSecurityAlertActiveRansomwareCampaignTargetingEDInst 

	In 2015, A Dear Colleague letter told us to look into 800-171. And again in 2016, why have the IHE's not closer or aware of this?
	While we have provided notifications in the past many schools have not for formally adopted a specific compliance standard.  The Institutions of Higher Education and Controlled Unclassified Information session has more information on the subject.

	The breach information... where can we find this on the website. You said that you are available 24 hours.. where is this info on breach to reach you posted?
	Please visit the FSA Cybersecurity Compliance page on IFAP at https://ifap.ed.gov/fsa-cybersecurity-compliance for additional information.  

	Is the combination of student school ID# and name considered PII?
	These two data elements are typically not considered PII by themselves. They are Directory Information, even when used in conjunction. Schools publish and establish "directory" information based on their policies. 

	Where will the video be located?
	Yes, as part of the FSA Conference posting. https://www.prereg.net/2020/fsatc-virtual/ 

	If I am a credit hour school, and I have a program that changed the number of credits for the program from 30 to 31, do I need to submit that existing program via the eApp for approval of Title IV aid?
	If an institution changes the credit hours of a program, it does need to be reported on the E-App.  If the program is being taught out and ended at a certain length, the institution would enter an end-date for that program, and add the new program at the new length.  If the program is being changed for enrolled students, the institution would update the current program on the E-App.

	If a school is now using online learning/remote learning and this was not the learning option in the past, does the application need to be updated?
	If it is an already approved program, or a program that isn't required to be approved, approval is not required simply for the change to the distance ed format.  If it is a new program, it would be subject to reporting based on the criteria noted on slides 29-31.
If new to distance ed, the school would need to update question 31 in Section G of the E-App.

	If a academic program has 3 concentrations with different amount of credits, does the concentrations have to be listed in the ECAR? 
	Different versions of degree programs do not need to be reported.
If the institution is required to report its non-degree programs, it would obtain accreditor approval and report each version with different credit hours.  (FYI, versions that vary only by number of weeks for FT, PT, etc., are not reported separately.)

	We are a private non-profit and list Board officers on our ECAR. Are we required to submit change within 10 days, or only when we next submit another type of update?
	Yes, you are required to submit changes within 10 days for any information listed on the ECAR.

	Does the additional emergency contact have to be the president or CFO, or can it be the associate director of the FAO?
	The additional emergency contact can be any official the school elects.

	We are wanting to add distance education programs, how do we do that?  How do I even begin or start the process? 
	The institution should work with the accreditor to meet their requirements for program approval.
After the program is approved by the accreditor for distance, if it is an already approved program, or a program that isn't required to be approved, approval is not required simply for the distance ed format. If it is a new program, see Slides 29-31.
Also update question 31 in Section G of the E-App.

	We updated our information because we have a new president and it has been in the status of "Review in Process" for almost 2 months.  It has created an issue with the FISAP signature process.  What is a normal timeline for changes?
	The turn-around time depends on the complexity of the application submitted.  You should hear from the School Participation Division soon regarding your application.

	I want to submit evaluation.  how do I save this chat?
	The question and answer portion will be saved with the session presentation and can be accessed on demand.

	Will the last screenshot be available to print?
	The PowerPoint presentation for this session is available for download from the My Agenda tab on the conference website.

	Do we need a written approval to add an additional accreditor?
	If you are changing or adding an institutional accreditor, you need approval.  If you are adding a programmatic accreditor you may report it if the accreditor is approved for Title IV, but you are not required to report programmatic accreditors and do not need approval.

	I have an OPEID, how do I get a TIN?
	The TIN is the 9-Digit Taxpayer Identification Number assigned to the school by the IRS.  It is also known as the Employer Identification Number (EIN).

	If the program hasn't changed but the length or the program has, do we still need to update the ECAR?
	If an institution changes the credit/clock hours of a program, it does need to be reported on the E-App.  If the program is being taught out and ended at a certain length, the institution would enter an end-date for that program, and add the new program at the new length.  If the program is being changed for enrolled students, the institution would update the current program on the E-App.

	How early, before your recertification date, can you submit a recertification application?
	Recertification Applications can be submitted no earlier than 6 months before the PPA expiration date.  See slides 40 & 41 for reference.

	If the program remains the same but the length of the program has changed, do we still need to update the ECAR e.g. due to Covid the first year has been shortened?
	I think you are referring to the April 3, 2020 Electronic Announcement which provided instructions for requesting an academic year length waiver for student award calculations.  You should follow those instructions if that applies.

If you are not required to otherwise report your degree programs, you would not need to report the change to the weeks of those programs. 

	If a clock hour program has increased the number of weeks it takes to complete the program, do we need to report that? The clock hours remained the same and it is still a full-time program. Example: 600-hour program was 18 weeks is now 25 weeks.
	If changing the normal FT weeks of a program, the change needs to be reported on the E-App.  If the program is being taught out and ended at a certain length, the institution would enter an end-date for that program, and add the new program at the new length.  If the program is being changed for enrolled students, the institution would update the current program on the E-App. 

	When you were discussing the "acknowledgement" type of updates, do each one of those updates need to be made within 10 days of the change? And if so, is a signature on section L required for each individual update?
	All updates must be reported to FSA via the E-App within 10 days of the action taking place.  Each E-App submission requires a signature by the President/CEO.

	The Program Review is usually done for the actual and the recent closed year. For how long should we maintain the ISIR evidence in our records and should we only have the ISIR for which the transaction was paid or all the ISIR's of that student (the ones that had errors, etc)? 
	Thanks for your question. Program records relating to the period covered by the program review must be retained until the later of: resolution of the loans, claims or expenditures questioned in the program review; or the end of the retention period otherwise applicable to the record under 34 CFR § 668.24(e). And schools should retain all ISIRs in the form in which they were originally received.



image1.png
Federal StudentAid

An OFFICE of the U.S. DEPARTMENT of EDUCATION





