Session #26

What Happens at the Depariment When
There is a Cybersecurity Breach?

Robert Ader, Dan Commons, and Tom Harper
U.S. Department of Education
2019 FSA Training Conference for Financial Aid Professionals

Federal Student Aid

An OFFICE of the U.S. DEPARTMENT of EDUCATION

PROUD SPONSOR of December 2019
the AMERICAN MIND @




Panel Speakers:

Robert Ader — Department of Education, Cyber
Operations Branch Chief

Tom Harper, Jr. — Office of Inspector General (ED
OIG), Special Agent in Charge, Technology Crimes
Division

dera. Dan Commons - Federal Student Aid, Enterprise
% Director, Information Technology Risk Management /
Chief Information Security Officer (CISO)

Federal Student Aid | rrouosronsorar




Dan Commons

Federal Student AT

the AMERICAN MIND ®
An OFFICE of the U.S. DEPARTMENT of EDUCATION

Director of Information Technology Risk
Management

Chief Information Security Officer (CISO)

Federal StudentAld

PROUD SPONSOR of

the AMERICAN MIND @



The Black Hole
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FSA AT A GLANCE
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Education’s Partnership with PSI’s
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FSA's PSI Breach Process
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CISO Initiatives
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What is an OIG?

* Independent component of Federal agencies
* Created by Congress
* Reports to Head of the Agency and Congress

* Inspector General appointed by the President and
confirmed by the Senate

* An OIG’s mission, generally: to audit and investigate
agency programs and operations, promote economy,
efficiency and effectiveness, and prevent and detect
fraud and abuse
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Technology Crimes Division

* Investigate crimes and criminal cyber threats against the
Department’s IT infrastructure, or

* Criminal activity in cyber space that threatens the
Department’s administration of Federal education
assistance funds

* Investigative jurisdiction encompasses any IT system
used in the administration of Federal money
originating from the Department of Education.
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Case Examples

* Grade hacking

* Computer Intrusions

* Criminal Forums online selling malware

* |D/Credential theft to hijack Student Aid applications
* Business Email Compromise

* Misuse of Department systems to obtain personal
information

* Falsifying student aid applications by U.S. government
employees

* Child Exploitation material trafficking
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Questions and Answers
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